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Abstract

In this paper, we propose a novel Ring-Oscillator
Physical ~ Unclonable  Functions  (RO-PUF)
architecture using Programmable Delay Lines
(PDL) in Field Programmable Gate Arrays (FPGA).
Our proposed PUF uses PDL to change the
propagation path inside the Look Up Table (LUT),
thereby changing the output of RO. Depending on
the output of the changed RO, different response
outputs occur for the same RO-PUF architecture
and challenge input. We have examined how the
challenge-response pairs of the proposed PUF

structure change according to the PDL. Additionally,

we have analyzed the performance changes of the
proposed PUF, finding that HDinyer showed a
maximum difference of 7.1248%, and HDny, showed
a maximum difference of 3.9731%. We confirm that
the performance of the proposed PUF structure can
vary depending on the PDL, and our research results
will provide an optimal PUF structure solution to
enhance the performance of PUF.

Keywords: physical unclonable functions, ring
oscillators, FPGA, programmable delay lines

1. Introduction

As the demand for IoT devices increases, the
demand for technology to secure the security and
reliability of IoT is increasing. Traditional hardware
stored secret keys in non-volatile memory, which
poses a risk of key extraction due to physical attacks.
Storing secret keys in volatile memory is not suitable
for IoT devices due to the increased cost and system
complexity from additional power supply
requirements [1]. PUF are a novel security
technology that addresses these issues. By not storing
keys in memory, they overcome vulnerabilities to
physical attacks and operate with low area and low
power, making them suitable for IoT devices [2].
PUF can generate unique and unclonable secret keys
for each device, and these generated keys can be used
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Figure 1. Programmable Delay Lines (PDL) using 6-input LUT

for security tasks such as identification and
authentication.

Using the physical variability generated during the
circuit manufacturing process, each device has its
own physical characteristics. PUF is a physical
system that utilizes these characteristics to generate a
unique challenge-response for each device. The
response depends on the challenge, and the response
should vary by device. Recently, RO-PUF [3],
Arbiter PUF [4], and SRAM PUF [5] are
continuously being studied as research on PUF.

In this paper, when configuring a PUF using a RO
controlled by PDL, the performance index of the
PUF according to the change of PDL is analyzed to
find out the effect of PDL on PUF performance.

2. Background

A. Programmable Logic Delay

In the FPGA logic elements are composed of LUT.
The output of a LUT is determined by its SRAM
value and LUT input. It can operate as various
logical elements by determining which SRAM value
is connected through LUT input. By properly
changing the LUT input, the operation of the logic
element is maintained, but only the propagation path
until the signal is output can be changed.
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Figure 2. Conventional RO-PUF [3].
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Figure 3. Proposed PDL-based RO-PUF.

For example, the LUT in Fig. 1 is configured to
operate as an inverter. The output O of the LUT
always comes out as an inverted bit of the inverter
input 10. The PDL input (/;/>/31415) enters the input of
the LUT, but acts as a don't care bit, affecting the
path of the signal until the first input comes out. If
I1LI1Ls = 00000, a signal is transmitted along the
red line, and if I;[[3lJs = 11111, a signal is
transmitted along the blue line.

B. Ring-Oscillator PUF

RO-PUF is used as a PUF using the properties of
different  frequencies  generated for  each
independently operating RO. The RO consists of an
odd number of consecutive inverters and is formed
by a closed loop. The RO continuously vibrates in a
closed loop, and the frequency of this vibration can
vary from position to position in the circuit. In
addition, if the FPGA used is different even in the
same position, the value may vary due to changes in
the manufacturing process.

The first RO-PUF was proposed in [3]. This RO-
PUF consists of independent ROs and a Counter to
measure the frequency of the ROs. By measuring and
comparing the frequencies of a pair of ROs, a single
bit is generated, where the selection of the RO pair is
used as the challenge and the output bit is the
Response. If there are N ROs, the maximum number
of challenge-response pairs is N(N-1)/2, but for RO
pairs that are not independent of each other, it is

CLB
SLICEL1 SLICEL2
=l =l ] =
wa | [ | (L] )
= =/ ] =
=] [ =]
LTa FF7 wra FF7
o

Figure 4. PUF configuration of Artix-7 device.

meaningless as output. Thus, the number of
independent maximum challenge-response pairs is
log>(N!).

3. Proposed PDL-based RO-PUF

A. Design of PDL-based RO-PUF

The proposed RO-PUF based on PDL architecture
is as shown in Fig. 3. The PUF is composed of N
ROs each consisting of one AND gate and (m-1)
inverters. As shown in Fig. 3, PDL input can be set
for each LUT, which changes the propagation path
inside the circuit. Due to these varied propagation
paths, the output of the RO can possess different
values based on the PDL value. Since the PDL value
influences the RO output, the response value changes
for the same challenge. This design was implemented
on the Artix-7, and since the Artix-7 is made up of 6-
input LUTSs, the range for the PDL input is from
00000 to 11111. Therefore, the output of 32 PDL
inputs per RO-PUF was exported, and characteristic
changes were analyzed for each PUF.

For the implementation of the proposed
architecture, Xilinx Artix-7 FPGA was used, as
illustrated in Fig. 4. The FPGA is composed of an
array of Configurable Logic Blocks (CLBs), and
each CLB contains two SLICEs. The Artix-7 has
both SLICEL and SLICEM, and within each SLICE,
there are four 6-input LUTs and eight Flip-Flops [6].
To make the 6-input LUT operate as an inverter, the
SRAM value of the LUT was fixed at
64'h5555555555555555.

The PDL-based RO-PUF design used for the
experiment consisted of 32 ROs, with one AND gate
and five inverters per RO. Fig. 4 shows that the six
logical elements constituting one RO are
implemented into six LUTs inside one CLB.



Table 1. HDinter and HDinwo of PUF in different PDL input.

PDL HDinter | HDintra PDL HDinter | HDintra PDL HDinter | HDintra PDL HDinter | HDintra
input (%) (%) input (%) (%) input (%) (%) input (%) (%)

00000 |48.5714 | 3.6735 | 01000 |48.8235| 2.9202 | 10000 |48.2353 | 2.7941 | 11000 |49.2754 | 2.2153
00001 |49.0909 | 1.4069 | 01001 |51.3433| 4.3817 | 10001 |48.4746| 5.9201 | 11001 |48.9655| 5.6404
00010 |50.4615| 3.9341 | 01010 |50.8772| 3.3208 | 10010 |50.6897| 2.9187 | 11010 |50.0000 | 5.5876
00011 |50.0000 | 4.1133 [ 01011 |49.2593 | 8.5317 | 10011 |49.6000 | 4.7000 | 11011 |48.1481 | 1.8783
00100 |49.8413| 2.8798 | 01100 |50.8108 | 2.7606 | 10100 |50.7895| 3.2895 | 11100 |51.5000 | 5.1071
00101 |50.4225| 3.4507 | 01101 |52.1212| 2.7273 | 10101 |51.8182| 1.7100 | 11101 |51.1429| 2.2449
00110 |51.5942| 1.4493 | 01110 |50.1449| 2.3188 | 10110 |50.4348 | 4.2754 | 11110 | 49.863 | 3.1311
00111 |51.0345| 3.3005 | 01111 |49.5385| 2.6593 | 10111 |[49.3103 | 3.3744 | 11111 |48.3784| 3.2722

B. Performance of PDL-based RO-PUF

Hamming distance (HD) is an index indicating the
number of different bits between two bits strings.
HDijyier and HDjyq are calculated as performance
indicators of PUFs used to evaluate the performance
of PUFs through AD [7]. The PUF designed for the
experiment was implemented on five Artix-7 FPGA
boards and tested.

HDiyer shows the uniqueness of each device by
measuring the rate at which two PUFs implemented
with the same circuit generate different responses for
the same challenge. Ideally, the response from one
device should not be predictable based on the
response from the other device, and the HD between
the two responses should be 50%. The HDjy.r of the
PUF can be calculated using
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In the above equation, N represents the number of
devices, k represents the bit length of the response,
and R; and R; represent the response of different
devices. HDjnter showed a 3.9731% difference from a
maximum of was 52.1212% to a minimum of
48.4181%. The average of the HDiner was 50.0175%,
close to the ideal value.

HDjyiro shows the reliability of PUF circuits by
measuring the rate at which PUFs continue to
generate the same response for the same challenge.
Ideally, one device should continue to output the
same response for the same challenge, and the HD
between the output responses should be 0%. The
HD,yrq of PUF can be calculated using

- HD(R!’R ) 100%- @)

mlm

In the above equation, k£ is the total number of
response samples, N is the bit length of the response,
R; is the response bit, and R/ is the response bit used
as a reference. HDj.. showed a 7.1248% difference
from a maximum of 8.5317% to a minimum of
1.4069%.

Table 1. presents HDjyyq and HDjyr when varying
from PDL input 00000 to 11111. The parts expressed
in bold indicate the highest or lowest values in each
performance indicator. Through this, it can be
confirmed that a significant difference occurs in the
characteristics of the PUF according to the change in
the PDL. In addition, by selecting the PDL input with
the best PUF performance, the most ideal PUF
architecture for that FPGA can be implemented.

4. Conclusion

In this paper, we propose a PDL-based RO-PUF
and examined the changes in PUF performance with
variations in PDL when implemented on a FPGA.
We implemented it on a Xilinx Artix-7 FPGA and
investigated how much the HDiner and HDjyq of the
PUF vary by changing the PDL. HD;uyer showed a
maximum difference of 7.1248%, while HDjuyq
showed a maximum difference of 3.9731%. These
findings confirm that significant changes in PUF
performance occur with variations in PDL. Therefore,
by fine-tuning the PDL input, we can select the
optimal PUF structure showing the best performance
within the same circuit. However, further research is
needed to understand the correlation between PDL
input and changes in RO-PUF performance. Future
studies will focus on identifying the correlation
between PDL input and RO-PUF performance, and
through this, we plan to research low-area PDL-
based RO-PUFs that can operate with fewer ROs.
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